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TEMPLATE

 INTERNAL POLICIES AND PROCEDURES

ACH Payment / Collection Processing

Instructions:

This is a template an entity can used to document its internal policies and procedures for Automated Clearing House (ACH) processing, for either outbound or inbound transactions. If ACH is used for both outbound and inbound transactions, it may be appropriate to develop a separate set of internal procedures for each.  For entities subject to the State’s Cash Management Law this document can be used to incorporate into its Cash Management Plan. This type of document is a requirement for entities desiring to enroll in the State Controller’s Master Services Agreement (MSA) with Wachovia Bank.  The document should be updated at least annually.
The procedures described herein may not be inclusive, as it may be appropriate to include separate supplemental procedures, describing some of the functions in more detail.  The text may be modified to only include provisions that are applicable or to address situations unique to the agency.
Refer to OSC’s Statewide Electronic Commerce Program (SECP) Website for more information:
http://www.osc.nc.gov/SECP/index.html
I. POLICY STATEMENT
A. Introduction

The NC Office of the State Controller has issued an E-Commerce Policy entitled, “Maximization of Electronic Payments.” The policy states in part, “When developing agency cash management plans, each state agency shall consider utilizing electronic payments methods, for both outbound and inbound payments….Each NCAS agency shall develop procedures to require the standard method of payment to all vendors and other payors to be by ACH direct deposit, utilizing either the E-Payment feature of NCAS or a stand-alone system approved by the State Controller.. Each non-NCAS agency and university shall develop payment methods that allow for the utilization of ACH direct deposit…Each agency and university shall consider the feasibility of accepting payments via ACH when appropriate, considering the volume and frequency of payments received.  Both the ACH credit and ACH debit methods should be considered….”

For certain outbound payments,  MACROBUTTON  DoFieldClick "[Agency Name]" has determined that it is appropriate to remit the payments via ACH, as described herein.  Desirous of developing policies and procedures to ensure compliance with all applicable rules, regulations, and policies associated with ACH transactions, the policies and procedures described herein have been adopted.
For certain inbound payments (collections),  MACROBUTTON  DoFieldClick "[Agency Name]" has determined that it is appropriate to collect the payments via ACH, as described herein.  Desirous of developing policies and procedures to ensure compliance with all applicable rules, regulations, and policies associated with merchant cards, the policies and procedures described herein have been adopted
Reference is made to OSC’s E-Commerce Policies: http://www.osc.nc.gov/SECP/SECP_Policies.html
B. Types of Payments Made via ACH
1) Vendor Payments:  In its normal course of business the agency will remit the following types of vendor payments via ACH: (Specify the payment types and the system(s) to be used to initiate and process the ACH files.)
(Vendor payments would be other than payroll, such as trade vendors, student refunds, employee reimbursements.)
2) Payroll – Employees paid through OSC’s Central Payroll or BEACON:  If any of the agency’s employees are paid through OSC’s Central Payroll, the policies issued by the OSC will apply. Reference should be made to: http://www.ncosc.net/sigdocs/sig_docs/payroll/manual/Policy_Manual.html
3) Other Payroll – Fulltime Employees: In accordance with the policy issued by the Office of the State Controller, the agency will require all fulltime employees to be paid by ACH direct deposit.  Reference is made to the OSC Electronic Commerce Policy entitled, “Maximization of Electronic Payment Methods. http://www.osc.nc.gov/Credit_Card/MaximizationofElectronicPaymentMethods.pdf . Exemptions for individual employees will be considered if a hardship case can be provided, as specified below. 
4) Other Payroll – Part-time Employees: In accordance with the policy issued by the Office of the State Controller, the agency will offer all part-time employees the option to be paid by ACH direct deposit.  Reference is made to the OSC Electronic Commerce Policy entitled, “Maximization of Electronic Payment Methods. http://www.osc.nv.gov/Credit_Card/MaximizationofElectronicPaymentMethods.pdf . 
5) Other Payroll – Temporary Employees: In accordance with the policy issued by the Office of the State Controller, the agency will offer all temporary employees the option to be paid by ACH direct deposit.  Reference is made to the OSC Electronic Commerce Policy entitled, “Maximization of Electronic Payment Methods. http://www.osc.nc.gov/Credit_Card/MaximizationofElectronicPaymentMethods.pdf . 
C. Mandatory Direct Deposit Participation
Reference is made to the “Direct Deposit Enforcement Position” issued by the North Carolina Department of Labor: http://www.nclabor.com/wh/fact%20sheets/dirdep.htm .
The following categories of employees will be required to receive their payroll via ACH direct deposit. (Specify the categories.)
All payments will be made in accordance with the North Carolina Wage and Hour Act (WHA).  G.S. 95-25.6 and G.S. 95-25.7 do not require a specific form of payment. Therefore, the employer may select any legal form of payment, so long as payment is made in full on the designated payday, subject to authorized deductions and legal withholdings. Acceptable forms of payment include cash, money order, negotiable checks, and direct deposit into an institution whose deposits are insured by the United States government or an institution selected by the employee.
It is also the enforcement position of the North Carolina Department of Labor that if the payment of wages by direct deposit by an employer is mandatory, then its employees must not incur additional costs as a result of participation, such as bank fees, if those costs result in an employee being paid less than the North Carolina minimum wage per hour (same as the federal minimum wage). 

Exemptions for individual employees will be considered if a hardship case can be provided.  Following are examples of acceptable hardship cases: (Specify examples)

All requests for exemptions will be considered by and approved or disapproved by (specify title of agency head).

A payroll card program may be considered as an option for those employees not eligible for direct deposit.
D. Payments to Payees Not Participating in ACH Direct Deposit
For vendors and employees being paid by paper warrant (check), the agency shall adhere to the requirements of the State’s Cash Management Plan and other applicable laws. Reference is made to: http://www.osc.nc.gov/sigdocs/sig_docs/documentation/policies_procedures/sigCash_Management_for_the_State_Po.html
Checks issued to vendors and employees shall only be delivered to the vendor or employee in accordance with G.S. 143-3.2, which is “by United States mail or its equivalent…”  Under no circumstances is a check to be mailed earlier than the dated date of the check.
As a supplement to the ACH direct deposit, utilization of debit and/or payroll cards may be offered as an option for those not qualifying for direct deposit. Such arrangements can only be by utilizing a vendor that arranges for each recipient’s funds to be held with a financial institution providing pass-through Federal Deposit Insurance Corporation (FDIC) insurance coverage to the recipient. (Describe any payroll card program being utilized.) Reference is made to: http://www.osc.nc.gov/Credit_Card/MaximizationofElectronicPaymentMethods.pdf
E. Funding to Pay Costs
Agency shall adhere to all requirements pertaining to the securing of funding to pay for costs associated with processing ACH transaction, including internal costs and costs paid to third-party processors.

Reference is made to OSC’s E-Commerce Policy entitled, “Funding for Electronic Payments.”

http://www.osc.nc.gov/Credit_Card/FundingforElectronicPaymentServices.pdf
(Describe the source of funding and process for ensuring that funding is sufficient on an ongoing basis.)
(If costs are absorbed by the Department of State Treasurer instead of the agency, specify reference to the Department’s of State Treasurer’s agreement to absorb the costs.)
F. Third-Party Providers
1) Electronic Funds Transfer Processing Services
The State of North Carolina has a Master Services Agreement (MSA) with Wachovia Bank, which serves as the Originating Depository Financial Institution (ODFI).  Wachovia provides ACH processing services to state and local government entities on a statewide enterprise basis.  This included universities that operate their own payroll system, Banner or otherwise.
http://www.osc.nc.gov/SECP/SECP_EFT_Services.html
On  MACROBUTTON  DoFieldClick [Date], agency obtain approval to participate in the Office of the State Controller’s (OSC) Master Services Agreement (MSA) with Wachovia Bank, as required by OSC’s E-Commerce policy entitled, “Master Services Agreements for Electronic Payments.” Accordingly, the  MACROBUTTON  DoFieldClick "[chief fiscal officer title]" executed an Agency Participation Agreement (APA) allowing the agency to subscribe to the MSA as a “participant.”  The APA was reviewed before execution by the agency’s management, and management is aware of the responsibilities and obligations required by the terms of the APA, and by reference, the terms of the MSA. The agency’s copy of the executed APA is filed in the office of ____________.
(If agency has obtained an exemption from participating in OSC’s MSA, specify date of exemption.) 
 http://www.osc.nc.gov/Credit_Card/MasterServicesAgreementsForElectronicPayments.pdf 
2) Payment Gateway Services
The Common Payment Service (CPS) is one of the approved payment gateway service providers used for Internet-initiated ACH transactions (receipts instead of disbursements).
On  MACROBUTTON  DoFieldClick [Date], agency obtained approval to participate in the CPS, as required by OSC’s E-Commerce policy entitled, “Master Services Agreements for Electronic Payments.” If agency does not require a gateway service, specify the method used to transmit ACH files to the designated ODFI.) http://www.osc.nc.gov/Credit_Card/MasterServicesAgreementsForElectronicPayments.pdf 
A third-party gateway service provider may also be utilized, provided it is one approved by OSC.  Some gateway providers offer a capture solution that also has a “presentment engine” (in addition to the “payment gateway), which provides hosting of the agency’s website. (Specify any third-party arrangements utilized.)  The gateway with a presentment engine offered on a statewide contract is PayPoint, available through First Data Government Solutions.  This particular gateway accommodates both credit cards and ACH drafts.
http://www.osc.nc.gov/SECP/SECP_PayPoint.html
G. Origination of ACH File:

1) ACH File Database. Agencies are to create ACH files from their own database (e.g., vendor database or employee database), maintained on its own system (e.g., Banner, etc). The file must be in the proper ACH format. Reference is made to: http://www.osc.nc.gov/SECP/WB_ACH_FORMAT.DOC
2)  Transmission. Several options are available to transmit the file to the ACH originating bank, either through a gateway provider, or directly to the bank.  One option available is through Wachovia ACH Connection. https://www.wachovia.com/foundation/v/index.jsp?vgnextoid=696c10a2090aa110VgnVCM1000004b0d1872RCRD
H. Data and System Security:
1) NACHA Rules Compliance:  The National Automated Clearing House Operating Rules has established security standards that all originating companies (agencies) must follow. Those rules as well as security standards required by the State Office of Information Technology are intended to ensure that sensitive data, as well as the payment network, is protected and kept secure.  Reference is made to OSC’s E-Commerce Policy entitled, “Security and Privacy of Data.” http://www.osc.nc.gov/Credit_Card/SecurityandPrivacyofData.pdf
2) International ACH Transactions (IAT) Rule. A subset of the NACHA Operating Rules is the IAT Rule.  All agencies originating ACH entries (credits or debits) must adhere to these rules.  Reference is made to http://www.osc.nc.gov/SECP/SECP_IAT_Rules.html
3) System security requirements for electronic funds transfer services. Agency will incorporate the following requirements into its processing of ACH transactions.
System Settings

· Change vendor default security settings prior to installing the system on the network.

· Disable or change default accounts and passwords prior to installing the system on the network.

· Harden production systems by removing all unnecessary services and protocols.

· Use secure, encrypted communications for remote administrative access.

Stored Data Protection

· Dispose of sensitive bank account data when it is no longer needed.

· Accounts numbers must be securely stored by means of encryption or truncation.

· Account numbers must be sanitized before being logged in the audit trail.

· Access to bank account numbers must be restricted for users on a need-to-know basis.

Transmitted Data Protection

· Transmissions of sensitive bank account data must be encrypted through the use of SSL.

· Bank account numbers must not be transmitted via email.

Anti-Virus Protection

· All Microsoft Windows Servers and workstations must have antivirus software installed and the virus definitions must be updated regularly.

· (Describe the antivirus program(s) used and the method of updating.)
Applications and Systems Security

· All systems must be updated with the latest security patches within 30 days of their release.

· The software and development process must be based on industry best practice and information security must be included throughout the process.

· Sensitive bank account data must be sanitized before it is used for testing and development.

· All changes must be formally authorized, planned and logged.

· Sensitive bank account data stored in cookies must be secured or encrypted.


Account Security

· All users must authenticate using a unique user ID and password.

· Remote access must be via a secure connection.

· All passwords must be encrypted.

· All user accounts must be revoked immediately upon termination.

· All user accounts must be regularly reviewed to ensure that malicious, out-of-date and unknown accounts do not exist.

· All inactive accounts must be automatically disabled after a pre-defined period.

· Vendor accounts used for remote maintenance must be disabled when not needed

· Group, shared or generic accounts are prohibited.

· Passwords must be changed at least every 90 days; current standards are every __ days.

· Passwords must follow strong password conventions. 
· Multiple password attempts or brute force attacks must result in an account lockout.


Physical Access

· Multiple physical security controls must prevent unauthorized access to the facility.

· Equipment and media containing bank account data must be physically protected against unauthorized access.

· Bank account data printed on paper or received by fax must be protected against unauthorized access.

· Proper procedures for the distribution and disposal of any media containing bank account data must be followed.  
· All media devices that store bank account data must be inventoried and properly secured.

· Bank account data must be deleted or destroyed before it is physically disposed (e.g. by shredding paper and degaussing media).

· All cache containing bank account data must be cleared daily.


Access tracking

· All access to bank account data must be logged.

· Logs must contain successful and unsuccessful login attempts and all access to the audit logs.

· Critical system clocks must be synchronized with the agency’s time server, and logs must include date and time stamps.
· Logs must be secured, regularly backed up and retained for ____ months online and one year offline.

Security breaches – Incident Plan

In the case of a suspected security breach, the following steps will be taken:

· Identify who will be notified

· Determine what systems will be taken offline

· Etc.

Confidentiality Requirements

Reference should be made to the requirements of the Department of Cultural Resources (DCR), identified as “Guidelines for Public Records,” found at http://www.ah.dcr.state.nc.us/records/guidelines.htm .

I. Training
Each division within the agency acting as an ACH originating company shall ensure that all employees responsible for systems or procedures related to ACH transactions or data have received proper training relating to the policies and procedures for ACH processing, including being provided a copy of this policy document.  Most resources can be found on the State Controller’s SECP Website: http://www.osc.nc.gov/SECP/EPP_Index.html . All employees will be advised to refer to the Website on a frequent basis to ascertain any changes or advisements.  

Required resources for training will include:

· NACHA Operating Rules
· Other resource materials on the State Controller’s SECP Website 

(Describe who is responsible for the training, what type of training to be given, materials and resources used, frequency of re-training, etc. Describe how this policy document will be dissimilated).

J. Business Functions
1) Authorizations
· Reference is made to OSC’s E-Commerce Policy entitled, “Authorization for ACH Transactions.” http://www.osc.nc.gov/Credit_Card/AuthorizationforACHTransactions.pdf  
· All employees whose net pay is to be direct deposited must complete a Direct Deposit Authorization Form. This form is submitted to the agency payroll office along with a deposit slip for a Savings Account or a voided check for a Checking Account.  In lieu of a deposit slip or voided check, the employee may provide documentation from the employee’s financial institution indicating the transit-routing number and the account number.

· All vendors whose payment is to be direct deposited via ACH credit, or whose account is to be drafted by ACH debit must complete an ACH Authorization Form. This form is to be submitted to the agency along with a deposit slip for a Savings Account or a voided check for a Checking Account.  In lieu of a deposit slip or voided check, the vendor may provide documentation from the vendor’s financial institution indicating the transit-routing number and the account number.

· Electronic authorizations may be accepted in accordance with the Electronic Signatures in Global and National Commerce Act (15 U.S.C §7001 et seq.) which defines electronic records (as contracts or other records created, generated, sent, communicated, received, or stored by electronic means) and electronic signatures.
· The authorization form shall provide the vendor/employee the ability to change bank account information.  (Specify the timeframe when any changes must be submitted.)
· A vendor or employee desiring to discontinue participating in the ACH program may submit a revocation request.  The request will be acted on depending upon whether participation is mandatory or not.
· Retention of authorization forms and any requests for revocation of authorization will be maintain for __ years (minimum of two years). (Must be in accordance with agency’s official records retention schedule.)
· In the case of telephone initiated entries (TEL), in accordance with NACHA Operating Rules,  the Originator is required to utilize a commercially reasonable method (e.g., use of a directory, database, etc,) to verify the consumer’s name, address, and telephone number.  The Originator is also advised to further verify the Receiver’s identity by verifying pertinent information with the Receiver (e.g., past buying history, mother’s maiden name, Caller ID information, etc.). Additionally, the Originator must establish commercially reasonable procedures to verify that routing numbers are valid. (Describe methods to be utilized.)
· In the case of Internet-initiated entries (WEB), in accordance with NACHA Operating Rules, the Originator is required to establish procedures that provide for transactions to be handled in a “commercially reasonable manner.” Those aspects include procedures to verify the validity of the RDFI’s routing number. (Specify how the RDFI will be verified.) (If the Common Payment Service is utilized, CPS can perform this verification.)
· All Authorization Forms must contain language that addresses the International ACH Transactions (IAT) rule requirements.  http://www.osc.nc.gov/SECP/SECP_IAT_Rules.html
2) Transaction Advices
· Participating employees will be provided a Direct Deposit advice on the payroll pay date, specifying details of the employee's gross pay, tax withholdings, statutory and voluntary deductions, net pay and other information.  (Specify if in paper form, or via electronic means, e.g., Beacon portal).
· Vendors being paid by ACH credit will be advised of the payment by (specify the method).
· In the case of transactions conducted via the Internet, reference is made to OSC’s E-Commerce Policy entitled: “Electronic Payment Confirmation,” requiring confirmation at the time of the transaction.  http://www.osc.nc.gov/Credit_Card/ElectronicPaymentConfirmation.pdf
3) Pre-notifications Process
· Reference is made to information on OSC’s SECP Website regarding prenotes (EFT Overview). http://www.osc.nc.gov/SECP/About_SECP_EFTOverview.html 

· When new vendors or employees are enrolled in the ACH program, the following prenote process will be performed to test the validity of the bank account information provided (transit-routing number and bank account number) (Specify the process including timeframes.)

· When there are changes to a vendor’s or employee’s bank account information, the following prenote process will be performed to test the validity of the bank account information provided (transit-routing number and bank account number) (Specify the process including timeframes.)

· Notifications of Change (NOCs) received from the ODFI as the result of a prenote sent will be viewed using Wachovia Connection online ACH Returns Report. The database containing the bank account information will be corrected by (describe the process).
· After a change is made for an NOC (specify if another prenote will be processed prior to a live transaction taking place.)  (Specify under what conditions the vendor or employee will continue to receive a paper check.)
· If a prenote is initiated, in accordance with NACHA Operating Rules, a live transaction cannot be effected until at least six days have elapsed. (Prenotes are not mandatory.)
4) Cancellation of Transactions
· If it is learned that a vendor or employee does not have a right to a payment or the payment amount is in excess of the amount due the vendor/employee, then the payment is to be cancelled.  Actions to take will depend upon where the payment is in the timeline of the transaction.
· If the ACH file has not been transmitted to either the Common Payment Service (CPS) gateway or to Wachovia Bank (describe the process).

· If the ACH file has been already been transmitted to the Common Payment Service (CPS) gateway or to Wachovia (describe the process). (Generally CPS, Wachovia, and/or OSC must be contacted.)
· Reference is made to OSC’s SECP Website, section entitled “CONTACT US.” http://www.osc.nc.gov/SECP/SECP_Contact.html
5) Cut-off Times and Close Outs

· The following cutoff times are established for ACH file transmissions: __________

· The following cutoff times are established for Internet transactions: __________

· (Describe close out and transmissions of data)

K. Fiscal Office Functions

1) Funding outbound ACH transactions
· Reference is made to the guidelines specified on the State Controller’s SECP Website: http://www.osc.nc.gov/SECP/SECP_EFT_Reconciliation_Function.html
· In the case of Community Colleges and Local Education Agencies, reference is made to the Department of State Treasurer’s publication entitled, “Banking Services Handbook” Refer to the section entitled “Direct Deposit Guidelines for Community Colleges and Local Education Agencies.”  http://www.nctreasurer.com/NR/rdonlyres/01749815-C69C-4992-B3E9-CC60EC9A1628/0/BankingHandbook042909.pdf
· In the case of State payroll centers (including universities), reference is made to the Department of State Treasurer’s publication entitled, “Banking Services Handbook” Refer to the section entitled “Payroll Center Services.” (The utilization of CB$ Electronic Warrants is the normal method of funding the settlement account.) http://www.nctreasurer.com/NR/rdonlyres/01749815-C69C-4992-B3E9-CC60EC9A1628/0/BankingHandbook042909.pdf
· Funding of ACH files is deemed to be a critical function that must be performed accurately and timely, in order to avoid the overdrawing of bank accounts.

· The settlement bank account which accommodates the funding of outbound ACH transactions is bank account number ________.

· The following process will be followed: (Describe the process. Indicate the method of funding the bank settlement account - via DST’s Core Banking System or via paper checks, etc)
2) Reporting of inbound ACH transactions
· Reference is made to the guidelines specified on the State Controller’s SECP Website: http://www.osc.nc.gov/SECP/SECP_EFT_Reconciliation_Function.html
· The settlement bank account which accommodates the receipt of inbound ACH transactions is bank account number ________.  This account is a zero balance account (ZBA) that sweeps to account number ______, belonging to ________.

· The following process will be followed to report the deposits on CMCS, or other system: (Describe the process.)

3) Reconciliation

· Reference is made to the guidelines specified on the State Controller’s SECP Website: http://www.osc.nc.gov/SECP/SECP_EFT_Reconciliation_Function.html
· The following tools shall be utilized in the process: 1) Wachovia Connection; 2) DST’s Core Banking System; 3) OSC’s Cash Management System (CMCS); 4) CPS VCCT Reports.
· The following reports will be used in the reconciliation process: _____

· The _____ office will be responsible for ensuring that all necessary reconciliations are performed.

· Bank account statements received for the settlement account will be reconciled by _____

4) Returns
· Reference is made to the guidelines specified on the State Controller’s SECP Website: http://www.osc.nc.gov/SECP/SECP_EFT_Reconciliation_Function.html
· In the case of inbound transactions, an ACH Returns account will be established at Wachovia. The account number of the Returns account is _______________.

· In the case of outbound transactions, an ACH Returns account will not be established.  Instead, the returns will be credited to the settlement bank account at Wachovia from which the funds were originally disbursed.
· Returns (both outbound and inbound) will be viewed using Wachovia Connection online ACH Returns Report.
· Returns will be cleared by the following method. (Specify how credits for bounced outbound transactions will be cleared from the settlement bank account.) (Specify how debits for bounced inbound transactions will be cleared from the Returns bank account.)
5) Paying Invoices
· All invoices for services received (e.g., Wachovia Bank, CPS, etc) shall be paid timely, in accordance with established agency procedures for accounts payable. (If DST will be paying the invoices, so specify.)
· Responsibility for inspecting the invoices received and approving for payment is that of the _______ office.
II. EXHIBITS AND SUPPLEMENTAL PROCEDURES
A. Office of the State Controller (OSC) Policies
Electronic Commerce Policies issued by the State Controller are incorporated herein. The policies are located on the OSC Website at the following address:

[http://www.osc.nc.gov/SECP/SECP_Policies.html]

B. Other Applicable Policies

Reference other policies that may be applicable.

C. Supplemental Procedures
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